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http://www.wireshark.org/download.html

Wireshark — Application for Sniffing Packets

WinPcap — open source library for packet capture

Operating System — Windows & Unix/Linux
Network Card Drivers — Ethernet/WiFi Card

application (e.g., www
browser, fip client)

f system Transport TCP/UDCP)
== i | packet Netwo'k (IP)
ol i | capture SfalEthemet ¥ | ink (Ethernet)
‘ - | (peap) Physcal | Ethernet Card
A —— I—-

tofrom network to/from network
Figure 1: Packet sniffer structure
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. Ethemet, 802.11, MAC/LLC,VLAN, ATM, HDP -
)/ - Fibre Channel Frame Relay, HDLC, 2. Data link
PPP, Q.921, Token Ring, ARP

RS-232, RJ45, V.34, 100BASE-TX, SDH, DSL, 802.11 1. Physical




uf—ﬁlﬁls

ISo, Y 2l 3,5 5 g e SSSe 90 el Slooll Y can Jao sloay 5l So Jlsl 4y
JES Y JSSgyp 9 o0,8 Sopil Byyme o SSgp p) K 50 e .60 JSep 9 (@i

J9oz 0 s SN 5 s SSan G Shs 3l (F Sool 00l 035l la)] 4 osims gy
[\] Sloads A.M;LM )i’d‘i" L’ 2

Application-Loyer Underlying Transport
Application Protocol Protocol
Hectronic mail SMTP [0
Remote ferminal access Telnet [0
Web HTTP [0
File transfer FIP e
Remote file server NFS Typically UDP
Streaming multimedia typically proprietary UDP or TCP
Internet telephony typically proprietary UDP or TCP
Network management SNMP Typically UDP
Roufing protocol RIP Typically UDP
Name translafion DNS Typically UDP
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OSI Jus 5 TCP/IP J

The OSI Model (Open Systems Interconnection)

OSl Model

[ TCP/IP Model ]

APPLICATIO

N

Provides services/protocols to

applications FTP services

PRESENTATION

Data formatting, i.e. ANSI

Compression/Encrypiion ANsI

SESSION

Confrols conversations/Sessions
(Dialog. Control)
Integrity and Reliability
Descriptive naming

TRANSPORT

Fragmentation/Sequencing of data

Ports
Transparent
data services
Some Firewalls

Reliable delivery
Error recovery
Flow Control
Muliplexing(PORTS)

NETWORK

B 0.0 8

End to end delivery
Logical addressing
Fragmentation/Sequencing
for MTU
Routing

Routers

DATA-LINK

LLC

MAC

Physical addressing
Error detection (FC5/CRC)
Acknowledgements
Packet/Frame header and trailer
bridging

Bridges or
switches
NIC Drivers

PHYSICAL

>—=—<

Media inferface
Transmition method
Signal strength
Topology

Hubs
Network Cards

8060 6 060 06
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File Edit VYiew Go Capture Analyze Statistics Internals  Help
1E][E]

Filter: Expression... Clear Apply

The World's Most Popular Network Protocol Anal
Version 1.6.5 (SVN Rev 40429 from ftrunk-1.6)

_______Captue _______§ _ Files

Interface List = Open

Live list of the capture interfaces Open 3 previously captured file
{counts incoming packets)

Open Recent:
Start capture on interface:

@ MVIDIA nForce MCP Metworking Adapter Driver @, SEITIPIE Captures

El sun \ A rich assortrnent of example capture files on the wiki

% Wihtware Virtual Ethernet Adapter
% Wihtware Virtual Ethernet Adapter

Capture Options

Start & capture with detsiled options

()| Ready to load or capture Mo Packets Profile: Default

Capture a5 obl b adl) ogd oo 5kl laai.s (Capture) ,sw.s da interface ;| o bl b
(s (53 Slab &S S Sl oy psend (510 (5! a8 iy lodats wilgs oo Option

D9 oo el pj lizl 4 Sl ply e




File Edit View Go Capture Analyze Statistics Telephonz Tools  Internals Help

oSS e |

2 A EEXRZEe AerTLI[EE QQQ
Filter: MQQ;&M Expression... Clear Apply

Mo. Time Source Destination Protocol  Length

1038 40.422312 192.168.1.77 173.194.33.1 TCP 5¢
1039 40.659611 fe80::bdca:e67b:5eb7Iff02::cC S5DP 201
1040 41.550320 192.168.1.77 207.8.685.23 HTTF 5!
1041 41, 580992 207.8.65.23 192.168.1.77 TCP af
1042 42.0516685 192.168.1.76 239,255, 255. 250 UDP 50:
1043 42.104199 Actionte_d&:a3:88 Msi_74:82:e6 ARP al
1044 42.104226 Msi_74:82:e6 Actionte_d&:a3:88 ARP 4;
1045 42.119803 192.168.1.74 239,255, 255. 250 Hl]= >
1046 42.910321 192.168.1.77 74.125.53.125 Jabber /2 5!
1047 42,92931E8 74.125.53.125 192.168.1.77 TCP ai
1048 43.659423 feB80::bdca:e67b:5eb? Iff02::cC S5DP
1049 45,.052365 192.168.1.76 239,255, 255. 250 UDP 50:
1050 45,.121318 192.168.1.74 239.255.255. 250 UDP
1051 45.418680 192.168.1.77 72.1685.61.176 H]a]=
1052 46.659410 fe80::bdca:e67b:5eb7:Iff02::cC S5DP

1| I} [

e e S e oo

Frame 924: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)

# Ethernet II, 5rc: Ciscospv_4da:df:be (60:2a:d0:4a:df:be), Dst: IPvdmcast_of:01
F Internet Protocol Version 4, 5rc: 192.168.1.76 (192.168.1.76), Dst: 232.239.(
F Internet Group Management Protocol

1]

<K ol e fry o) o

01 00 5e 6f 00 0a 60 2a dO0 4a df be 0B 00 46 a0
00 20 57 53 00 00 01 02 21 f7 cO a8 01 4c e8 ef
00 0a 94 04 00 00 16 00 01 06 e8 ef 00 0a 00 0O
00 00 00 0O OO0 OO 00 OO OO0 00 00 00

Jlowews| 382 g ASCI cdbs 0 aaws Wb gixo
@  NVIDIA nForce MCP Metwerking Adapter Drive | Packets: 1052 Displayed: | Profile: Default

gl oo hBgie iy yuseus LIS StOp CaptUre 43S (g5, » SUS L




File Edit VYiew Go Capture Analyze Statistics Telephonz Tools  Internals  Help

B EEXELE AeIDTL QQQ

Filter: Expression... Clear Apply

Mo, Time Source Destination Protocel  Length

1196 69.0 2 192.168.1.76 239, 255.255. 250 LDF 50:
1197 69.134051 192.168.1.74 239, 255.255. 250 LDF 56.
1198 69.739231 173.194.33.1 192.168.1.77 TLSV1 13!
1199 69, 829177 192.168.1.77 63.80.4.133 TCF Q;
1200 69, 862702 192.168.1.77 207.8.65.23 TCF 1152
1201 69, 862750 192.168.1.77 207.8.65.23 HTTF 34
1202 69, 863851 192.168.1.77 207.8.65.23 TCF 1152
1203 69, 863895 192.168.1.77 207.8.65.23 HTTF 28!
1204 69, 890441 207.8.65.23 192.168.1.77 TCF ol
1205 69, 897417 207.8.65.23 192.168.1.77 TCF ol
1206 69, 900444 207.8.65.23 192.168.1.77 TCF ol
1207 69.901173 207.8.65.23 192.168.1.77 TCF ol
1208 69.912970 207.8.65.23 192.168.1.77 HTTF

1209 69, 917987 207.8.65.23 192.168.1.77 HTTF

1210 69, 940316 192.168.1.77 173.194.33.1 TCF

< m [

Frame 924: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
Ethernet II, 5Src: CiscoSpv_da:df:be (60:2a:d0:4a:df:be), Dst: IPvdmcast_6f:0(
Internet Protocol Version 4, Src: 192.168.1.76 (192.168.1.76), Dst: 232.239.1(
Internet Group Management Protocol

T

01 00 5e &f 00 0a 60 2a dO 4a df be 0B 00 46 a0
00 20 57 53 00 00 01 02 21 f7 <0 a8 01 4c e ef
00 0a 94 04 00 00 16 00 01 06 =8 ef 00 0a 00 00
00 00 00 00 00 00 00 00 00 00 00 00

MVIDIA nForce MCP Metworking Adapter Drive | Packets: 1210 Displayed: | Profile: Default
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[l NVIDIA nForce MCP Networking Adapter Driver [Wireshark 165 (SVN Rev 40429 from ftrun... =] [ S

File Edit VYiew Go Capture Analyze Statistics Telephuni Tocols  Internals  Help

B @ e EEHX2E ace*»aTFLIEEF QaQa »

Filter: Expression.. Clear Apply

Mo, Time Source Destination Protocol Length =
3496 44, 246686 199, 246.67.83 192.168.1.77 TCP 6l
3497 44, 246702 192.168.1.77 199.246.67. 83 TCP 5¢
3498 44, 264489 72.165.61.176 192.168.1.77 uopP 7l
3499 44, 478306 192.168.1.77 184.28.243.55 HTTP 5!
3500 44, 567017 184,28.243.55 192.168.1.77 TCP 61
3501 45.174887 192.168.1.77 199.246.67. 83 TCP 5¢
3502 45. 246680 199, 246.67.83 192.168.1.77 TCP 6l

| 3503 45.246734 192.168.1.77 199.246.67. 83 TCP 3=

A

| 1 I

Frame 3508: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)

Ethernet II, Src: Actionte_d8:a3:88 (aB8:39:44:d8:33:88), Dst: Msi_74:82:e6 (I
Internet Protocol Version 4, Src: 63.80.242.48 (63.80.242.48), Dst: 192.168.:
Transmission Control Protocol, Src Port: http (80), Dst Port: 63331 (63331),

BHEEHE

4 | T I

0000 00 16 17 74 B2 e6 a8 39 44 dE a3 BE 08 00 45 00 R - B M. E. -
0010 00 34 56 46 40 00 35 06 fc 07 3f 50 f2 30 cO a8 CAVRR, 5. LU TFPLOL.

0020 01 4d 00 50 f7 63 9f 42 b7 62 74 0Oc fc 28 B0 10 M.P.C.B .bT.. (.. E
0030 16 59 dO f5 00 00 01 01 05 0a 74 0c fc 27 74 Oc B T N S 5
0040 fc 28 . L

@  File: "C:\Users\Chris\AppData\Local\Temp\... | Packets: 4483 Displaye... |Profile: Default

VLI PR PR APPSR WU W - - Y LW R NI L S @L@J{Lé ..uly‘so
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[l The Wireshark Network Analyzer [Wireshark 1.6.5 (SVN Rev 40429 from /trunk-1.6)] |
o = -

File Edit VYiew Go Capture Analyze Statistics Telephonz Tools  Internals  Help
2w e T

Filter: Expression... Clear Apply

»

The World's Most Popular Network Protocol Anal

Version 1.6.5 (SVN Rev 40429 from ftrunk-1.6)

_______Captue _______§ _ Files

Interface List = Open

Live list of the capture interfaces Open a previously captured file
{counts incoming packets)

m

Open Recent:
Start capture on interface:

@ MVIDIA nForce MCP Metworking Adapter Driver Sa PIE CEPthES

El Sun A rich assortrnent of example capture files on the wiki
& Wihtware Virtual Ethernet Adapter

& Wihtware Virtual Ethernet Adapter

“ Capture Options 4

= capture with detziled options

Capture Help

¢z How to Capture -
'y 1 | b

EO| Ready to load or capture Mo Packets | Profile: Default

o2ld Lo gls o oS (Filter) old el 5l ooliasl b 45 sited ol piead Sl 0 o0l gl s

Uiales DNS sl 4ty b5 5 JS5 50 Jlio (sl 0,5 oanlice 5 13 1) ol (slo ey Lais ol ous

Sloalds ealo




File Edit View Go Capture Analyze Statistics Telephonz Tools  Internals  Help

Bueea M CEXEe Aer»TLIEGE QA

Filter: | dns IZIExpression... Clear Apply

Mo, Time Source Destination Protocol Length =

.161988 192.168.1.77 8.8.8.8 DNS 81—
.164656 192.168.1. 8.8.8.8 DNS 7 =]
.181951 85.8.8.8 192.168.1.77 DNS 100
.191415 85.8.8.8 192.168.1.77 DNS 1o
. 204042 192, 1. 8.8.8.8 DNS
. 224022 85.8.8.8 192.168.1.77 DNS
. 239748 192, 1. 8.8.8.8 DNS
. 260332 85.8.8.8 192.168.1.77 DNS

21.095831 192. 1. 8.8.8.8 DNS

21.115981 8.8.8.8 192.168.1.77 DNS

C BA LR

'y 1 |

Frame 1021: 76 bytes on wire (808 bits), 76 bytes captured (608 bits)
Ethernet II, Src: Msi_74:82:e6 (00:16:17:74:82:e6), Dst: Actionte_dB8:a3:88 (i
Internet Protocol Version 4, Src: 192.168.1.77 (192.168.1.77), Dst: 8.8.8.8 |
User Datagram Protocol, Src Port: 58168 (58168), Dst Port: domain (53)
Domain Mame System (query)

T

at 39 44 d8 a3 BB 00 16 7 74 B2 ed 0B 00 45 00
00 3e 23 B5 00 00 B0 11 45 25 c0 a8 01 4d 08 08
08 08 3 38 00 35 00 2a 3f f6 0e 23 01 00 00 01
00 00 00 00 00 00 03 77 77 77 0B 6C 69 Ge 6b 65
64 69 6e 03 63 6f 6d 00 00 01 00 01

"ChUsers\Chris\AppDatatLocal\Temph... | Packets: 4483 Displaye... | Profile: Default

Syl oz iLs o5, Display Filters sl 5 Analyze syie (55, 2 <SelS b silsi oo owizeon
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E - .
[ Wiresharic Display Filter - Profile: Defauit SR
|| rEdit—— Display Filter
Ethernet address 00:08:15:00:08:15 |~
Ethernet type 0:0806 (ARP)
Ethernet broadcast
Mo ARP
IP enly =
IP addres=192168.0.1
IP address isn't 192.168.0.1, don't use != for this!
IPX only | &
TCP only
UDP only
UDP port isn't 53 (not DMNS), don't use = for this! 8 I
-Properties !
Filter name: |IF‘ address isn't192.168.0.1, don't use = for this! | i
Filter string: | \(ip.addr == 192.168.0.1) |Expression...|
o (aowy ) [ ]
— —d

S ol |y Follow TCP Stream a5 9 0SS Gl SIS s G (59, 0 diled o
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-
] NVIDIA nForce MCP Networking

e —

-
Adapter Driver [Wireshark 1.6.5 [SVN

i,
Rev 40429 from /trun... 2= 51 e

File Edit VYiew Go Capture Analyze Statistics Telephonz Tools  Internals  Help

3w e EEXEa aer*aTEIEFEQQAQ »
Filter: IZI Expression... Clear Apply
Mo, Time Source Destination Protocol Length =
1031 9.191415 8.8.8.8 192.168.1.77 DNS 108
1032 9, 204042 192.168.1.77 8.8.8.8 DNS ?'!IZl
1033 9. 204306 192.168.1.77 96.6.193. 244 TCF 5
L 1034 9, 224022 8.8.8.8 192.168.1.77 DNS 28:
1035 9. 239748 192.168.1.77 8.8.8.8 DNS 8
i 1036 9. 243917 192.168.1.77 A2 1Al “R 9 HTTF 75
1037 9.245027  192.168.1.77 Mark Packet (toggle) TCP &t
1038 9. 245665 192.168.1.77 Ignore Packet (toggle) TCF o
1039 9.255815  63.80.4.133 | (D Set Time Reference (toggle) TCP 151:
1040 9. 256284 63.80.4.133 TCF 151:
I 1N41 G ?RA314 102 1R/R 1 77 Manuallyﬂesolveﬁ.ddress ™D =
'y ] 3
- . Apply as Filter LN ; .
Frame 1036: 758 bytes on wire _ ed (8064 bits)
Ethernet II, Src: Msi_74:82:e6 Prepare a Filter ' lctionte_d8:a3:88 (:
!l @ Internet Protocol version 4, S Conversation Filter P F7), Dst: 173.194.:
Transmission Control Protocol, Colorize Conversation ’ Port: http (80},
Hypertext Transfer Protocol SCTP b

Follow TCP Stream
Follow UDP Stream

e

I Follow 551 Stream

"R 1 Copy vl b
0000 a8 39 44 d8 a3 88 00 16 17 __ vev. oT....E. I
0010 02 =8 23 8b 40 00 80 06 43 32 Decode As... B... C....M.. =
0020 21 29 f9 08 00 50 fO 6C 54 5 .. P.1 T..... P

0030 3f df 45 76 00 00 47 45 54 = Frnt. v..GE T /__utm

0040 2e 67 69 66 3f 75 74 6d 73 Show Packet in New Window Frutm wv=5.2.3
ARCA _ 9E 75 FA _&d 73 34 34 e 7 m—1 8. uitmn_ 300

e ——
°| File: "C:h\Users\Chris\AppData\Local\Temph... | Packets: 4483 Displaye... | Profile: Default

Swles sanline 1) (Server) 153,15 o (Client) olg= IS 0 ouls Jau 50, SladlSe plas ailes o Lo
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Il Follow TCP Stream — ESNEER

-Strearn Content

ACcept-Encoding: gzip, deflate

Accept-Charset: IS0O-8859-1,utf-8;0=0.7,%;0=0.7
Connection: keep-alive

rReferer: http://ca.linkedin.com/pub/geds-dead,/21,/192/326

HTTP/1.1 200 oK

Date: Thu, 26 Jan 2012 03:03:47 GMT |
Content-Length: 35
¥-Content-Type-Options: nosniff 1

Pragma: no-cache

Expires: Wed, 19 Apr 2000 11:43:00 GMT

Last-Modified: wed, 21 Jan 2004 19:51:30 GMT

Content-Type: image/gif |
Cache-Control: private, no-cache, no-cache=Set-Cookie, proxy-
revalidate

Age: 210285
server: GFE/2.0

GIF8O9a. .. v i i ena e e e D..;GET /__utm.qgif?
utmwyv=5. 2. 3&utms=1&utmn=637 238821 &utmhn=wsw. theglobeandmail. com
E&UTMCS=UTF-8&Utmsr=1280x1024&utmvp=1263x893&utmsc=24-
hit&urmil=an—nu=s&urmis=12utrmfl=11 1%20r102&utrmrr= ulnlemnn¥2?0ady 7
|Entire conversation (4329 bytes) IEI
| Eind || Saveds || Print |©) ASCI ©) EBCDIC ) HexDump ©) CAmays © Raw
| I
| Filter Out This Stream | Close ]J
L aiws o)y

(A 9] oo Sl a5 bogs 1o o [0) 0sS odaline |y o Sl 3 0,050 0les o diinn S Sl L
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F N
[l NVIDIA nForce MCP Networking Adapter Driver [Wireshark 1.6.5 (SVN Rev 40429 from /trun... b | B

File Edit VYiew Go Capture Analyze Statistics Telephonz Tools  Internals  Help

Beoee DEXRe AersaTEIEE Qaaa -

Filter: IZI Expression... Clear Apply
Ma, Time Source Destination Protocol Length =
2199 27.505467 12.129.210.71 192.168.1.77 TCF 151:
2200 27.505504 192.168.1.77 12.129.210.71 TCF 5
2201 27.590919 12.129.210.71 192.168.1.77 HTTF 09!
2202 27.590986 192.168.1.77 12.129.210.71 TCF 5
| 2203 27.591228 192.168.1.77 12.129.210.71 TCF 5=
2204 27.594178 192.168.1.77 8.8.8.8 DNS 7l
2205 27.623129 8.8.8.8 192.168.1.77 DNS 23]
2206 27.667342 173.194, 33, 27 192.168.1.77 TCF ol
! 2207 27.667406 192.168.1.77 173.194. 33,27 TCF 5
L 2208 27.677887 12.129.210.71 192.168.1.77 TCF el _
< s am somsosamm aen oo = T === = ;
= Frame 2207: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) -
Arrival Time: Jan 28, 2012 05:28:58.189043000 Pacific standard Time i
[l Epoch Time: 1327757338.189043000 seconds -

[Time delta from previous captured frame: 0.000064000 seconds]

[Time delta from previous displayed frame: 0.000064000 seconds]

[Time since reference or first frame: 27.667406000 seconds]

Frame MNumber: 2207

Frame Length: 54 bytes (432 bits)

Capture Length: 54 bytes (432 bits) 52

4| ] | 3

17 74 B2 eb OB 00 45 00
44 a2 c0 a8 01 4d ad c2
fO 59 41 90 3b eB 50 10

00 28 25 5b 40 00 BO 06
21 1b 4 1c 00 50 03 03
3f 68 7a 57

.| Frame (frame], 54 bytes | Packets: 4483 Displaye... | Profile; Default

DS ol LS
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ri NVIDIA nForce MCP Metworkin R ! L=
- Apply as Filter ’ Selected
File Edit View Go Capt Prepare a Filter ’ Mot Selected l
a ﬁ ﬁ % % E Colorize with Filter ¥ ... and 5Selected @ -
e Follow TCP Stream ... Or Selected
Filter: Follow UDP Stream ... and not Selected pply
Mo, Time Sour Follow S5L Stream « OF not 5E|ECtEd- Length =
2199 27.505467 12. Copy Y 77 TCP 151
2200 27.505504 192 Export Selected Packet Bytes... .71 TCP 5
2201 27.590919 12, N s HTTP o'
2202 27.590986 192 @ WikiProtocol Page .71 TCP 5
2203 27.591228 192| @ Filter Field Reference .71 TCP 5=
2204 27.594178 192 Protocol Help DNS 7l
| 2205 27.623129 B.8 Protocol Preferences . DNS 23
| 2200 27.667342 173 s TCP ol
2207 27.667406 192|322 Decode As... .27 TCP 5¢
I 2208 27.677887  12. i s TCP ol
mmm m= smmmmm 2| o Disable Protocol... S — i
1 | l Resolve Mame k

Source port: 62492 bl |

Destination port: http (80)
[stream index: 8&]

Sequence number: 2 (relative sequence number)
Acknowledgement number: 2 {relative ack number) il
Header length: 20 bytes H

F Flags: Ox10 (ACK)

| wWindow size wvalue: 16232
Nralrnlatad windme cdza 1R22727

'y 1 | b
0000 a8 39 44 dB a3 88 00 16 17 74 B2 e6 08 00 45 00 .90, . ... .T....E.
0010 00 28 25 5b 40 00 B0 06 44 a2 c0 a8 01 4d ad c2 4 K- » T
(0020 21 1b 00 50 03 03 0 59 41 90 3b =8 50 10 I.B.F.. .YA,;.P.
0030 3f 68 7a 57 00 00 Thzw. .

\2| Source Port (tcp.srcport), 2 bytes Packets: 4483 Displaye... | Profile: Default
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5 RIS, e ol S3 1, 095 o8l g Coles o] wimen a2, mrazian.com cole 4 -Y
WS Az s i ors S ugal ohen a)fanes medei | Wil Slee 5008 Jlesl |y 5 sle 2
(sl G015 50 5 03,5 ad oA j0 00 &S slo (Shg LIy (29,5 poai oS

oo g
local ip = Leis o5ws IP 0]

server ip = mrazian.com colw IP )0l

http -

ip.dst ==local ip -

httpllarp -

http && ip.dst == serverip -
tcp.porteq 80 -

tcp contains 01:01:04 -
ip.dst I=server ip && ip.dst !=local ip -

Aelo |y cole cpl 4 by e Ip ailgie CMD Las o ping mrazian.com giws sl,>1 b 3 oload!

Sl pgaieads pld glo s poai anle il g anls cwlio 68 15 0)lge 51 S5 e (ol -V
Iy oas oolo 1,8 lé o (g = 1) S,lge as bogs e a5 a Jolo 5 (o Q—15 Lo J&lo
gk 095 G015 5o

PLR 1y 2395190 9 W39l 995 L)1 30 L 15 T IP g Sl 39T (ouimond daled w3 30 ol gt ol & 31 242 g3

XV

Dl s 1y wul 00,5 wuosl o 51 aS cole o bgsye HTTP Coulgs 10 g gl sl ass (I

9] Caws |y duaiie cole (Web Server) Gg 155,15 5 Jele piiwc (&
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S 3o uSeid g 59005 o Jele w0 ol polie sla cglas s TTL 050 40 -F
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