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Access Control List (ACL)

(Extended) al axwy owyws J5u8 cad o g (StANdard) o bl owyiws J 508 Cand o Caond ol o
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(permit or deny) oS g b 9o |y o] (o yiws aunles o 45 (IP address of the host or subnet)

access—-1list {1-99 | 1300-1999} {permit|deny} {host|source-
wildcard|any}

Wildcard mask = 255.255.255.255 — subnet

255.255.255.255
255 .0 .0 .0 =

0. 255 .255.255

:Jlwo

! http://computernetworkingnotes.com
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Router>enable

Enter configuration commands, one per line. End with CNTL/Z.
Router (config)#access-list 2 deny 10.0.0.0 0.255.255.255
Router (config)#access-list 2 permit any

Router (config)#interface fastethernet 0/1

Router (config-if)#ip access-group 2 out

Router (config-if)#
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access—-1list access-list-number {permit | deny} protocol source
source-wildcard [operator port]
destination destination-wildcard [operator port] [established]

[log]

Command o
Descriptions
Parameters
access-list Main command
access-list- . . . .
Identifies the list using a number in the ranges of 100—199 or 2000— 2699.
number
permit | deny Indicates whether this entry allows or blocks the specified address.
protocol IP, TCP, UDP, ICMP, GRE, or IGRP.
source and ) N
o Identifies source and destination IP addresses.
destination
) The operator can be It (less than), gt (greater than), eq (equal to), or neq (not equal to).
source-wildcard ) o
o The port number referenced can be either the source port or the destination port,
and destination- ) ) . i .
iidcard depending on where in the ACL the port number is configured. As an alternative to the
wildcar
port number, well-known application names can be used, such as Telnet, FTP, and
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SMTP.

For inbound TCP only. Allows TCP traffic to pass if the packet is a response to an
established outbound-initiated session. This type of traffic has the acknowledgement (ACK) bits set.
(See the Extended ACL with the Established Parameter example.)

log Sends a logging message to the console.

.(Well-Known Port Numbers and IP Protocols) <! suel g yze gla <y 3l (B 9 Comd 393 50

Port Number IP Protocol

20 (TCP) FTP data

21 (TCP) FTP control

23 (TCP) Telnet

25 (TCP) Simple Mail Transfer Protocol (SMTP)

53 (TCP/UDP) Domain Name System (DNS)

69 (UDP) TFTP

80 (TCP) HTTP
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e Block host to host

e Block host to network

e Block Network to network

e Block telnet access for critical resources of company
e Limited ftp access for user

e  Stop exploring of private network from ping

e Limited web access

e Configure established keyword
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